Comprehensive Database Management and Security Strategies for an IT Company
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1. Introduction

An Auckland based IT company owned by an entrepreneur who resides on residence visa
provides occupational offerings of IT innovation. The company is led by a CEO with two
other managers; a Marketing Manager overseeing the customer service, promotion, and sales
departments, and a Technical Manager in charge of development and all things technical-
overseeing the production of the IT services and software that is state of the art. Coordinated
management of the databases is an important aspect in the efficient performance of the
company because all the interactions take place with customers, materials suppliers and
internal systems (Rawat et al., 2021). It also establishes the ground work for standard, reliable
security protocols that protect business critical data and customer data from intrusion and
possible vulnerability. Introduction of wide ranging security measures is obligatory to protect
the data and ensure ethical business processes. Daily backup and maintenance of the
databases are becoming the standard since it help upgrade the integrity and efficiency of the
system by analyzing, optimating and checking the integrity of the tables. In overall, database
configuration, security and maintenance are the key founding areas that are significantly
obligatory for the company’s functionality and to fulfil the ethical obligations (Smirnova &
Tezuysal, 2022).

2. Database Configuration

The steps for installing MySQL Workbench and MySQL Server are described as follows:
Step 1: Download MySQL Installer

Visit the official MySQL website and navigate to the Downloads section.

Select "MySQL Community (GPL) Downloads."

Choose "MySQL Installer for Windows" and download the installer file.

Step 2: Run MySQL Installer

Open the downloaded MySQL Installer.



E] MySQL Installer

MySQLé. Installer Choosing a Setup Type
Adding Community

»osing a Setup Type O Server only

Installs only the MySQL Server
product.

O Client only

Installs only the MySQL Client
products, without a server,

O Full

Instalis all included MySQL
products and features,

© Custom

Manually select the products that
should be installed on the
system.

Please select the Setup Type that suits your use case.

Setup Type Description

Allows you to select exactly which products you
would like to install. This also allows to pick other
server versions and architectures (depending on
your OS).

Next > Cancel

Figure 1: Custom setup type

Select "Custom" setup type for a complete installation of all MySQL products.

Click "Next" to proceed.

Step 3: Install MySQL Server
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MySQL. Installer Select Products
Adding Community

Please select the products you would like to install on this computer. |
Filter: |

-—
b ™ I-LI! Software,Current Bundle, Any Edit

Sotect Products Avyailable Products: Products To Be Installed:
=CieCt OO0 =

(=1 MySQL Servers - MySQL Server 8.0.37 - X64

[=- MySQL Server - MySQL Workbench 8.0.36 - X64
(=- MySQL Server 8.0

= Applications
[=- MySQL Workbench
[=)- MySQL Workbench 8.0

249

[#- MySQL Shell
[#- MySQL Router
Documentation

[ra]
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0 Enable the Select Features page to
customize product features

< Back Cancel

Figure 2: Products Selection

In the "Select Products and Features" window, ensure that "MySQL Server" and "MySQL
Workbench" are selected (Bush, 2020).
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N
MySQL. Installer Check Requirements
Adding Community

The following products have failing requirements. MySQL Installer will attempt to resolve
them automatically. Requirements marked as manual cannot be resolved automatically. Click
on each item to try and resolve it manually.

For Product Requirement Status
O MySQL Server 8.0.37 Microsoft Visual C++ 2019 Redistrib...
Check Requirements O MySQL Workbench 8.0.36 Microsoft Visual C++ 2019 Redistrib...

Figure 3: Check requirements
Check requirements for products chosen previously.

Click "Next" and then "Execute" to download and install the selected products.

Step 4: Configure MySQL Server

After installation, the configuration process begins.
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MySQL. Installer Type and Networking

My5QL Server 8.0.37 Server Configuration Type

Choose the correct server configuration type for this MySQL Server installation. This setting will
define how much system resources are assigned to the MySQL Server instance.

Type and Networking [0, T Y T3 Development Computer v |

Connectivity
Use the following controls to select how you would like to connect to this server.
[ Reld Port: ﬂ X Protocol Port: ﬂ
B Open Windows Firewall ports for network access
[} Named Pipe Pipe Name:  MYSOL
(") Shared Memory Memory Name: MYSQL

Advanced Configuration

Select the check box below to get additional configuration pages where you can set advanced
and logging options for this server instance.

() Show Advanced and Logging Options

Figure 4: Config Type
Configure the server by setting the following:
Configuration Type: Development Machine.

Connectivity: Ensure TCP/IP is selected with the default port 3306.



|:] MySQL Installer

MySQL. Installer
MySQL Server 8.0.37

Authentication Methoc

Authentication Method

© Use Strong Password Encryption for Authentication (RECOMMENDED)

MySQL 8 supports a new authentication based on improved stronger SHA256-based password
methods. It is recommended that all new MySQL Server installations use this method going
forward.

Attention: This new authentication plugin on the server side requires new versions of

A connectors and clients which add support for this new 8.0 default authentication
(caching_sha2_password authentication).

Currently MySQL 8.0 Connectors and community drivers which use libmysqglclient 8.0 support

this new method. If clients and applications cannot be updated to support this new

authentication method, the MySQL 8.0 Server can be configured to use the legacy MySQOL

Authentication Method below.

(O Use Legacy Authentication Method (Retain MySQL 5.x Compatibility)

Using the old MySQL 5.x legacy authentication method should only be considered in the
following cases:

- If applications cannot be updated to use MySQL 8 enabled Connectors and drivers.
- For cases where re-compilation of an existing application is not feasible.
- An updated, language specific connector or driver is not yet available.

Security Guidance: When possible, we highly recommend taking needed steps towards
upgrading your applications, libraries, and database servers to the new stronger authentication,
This new method will significantly improve your security.

[ <Back ][ Net> | Cancel

Figure 5: Use Strong Password Encryption.

Authentication Method: Use Strong Password Encryption.

D MySQL Installer

MySQLE. Installer
MySQL Server 8.0.37

Accounts and Roles

Root Account Password
Enter the password for the root account. Please remember to store this password in a secure
place.

MySQL Root Password: ssssesne

Repeat Password: nnnn{

Password strength: Weak

MySQL User Accounts

Create MySQL user accounts for your users and applications. Assign a role to the user that
consists of a set of privileges.

MySQL User Name Host User Role Add User

Edit User

< Back Next > Cancel

Figure 6: Set root password



Set a root password and create a user account for additional database access.

[Z] MysaL Installer - X

MySQL. Installer Windows Service
MySQL Server 8.0.37

@ Configure MySQL Server as a Windows Service

Windows Service Details

Please specify a Windows Service name to be used for this MySQL Server instance.
A unique name is required for each instance.

Windows Service Name:  MyS0L80

B Start the MySQL Server at System Startup

Run Windows Service as ...
The MySQL Server needs to run under a given user account. Based on the security
requirements of your system you need to pick one of the options below.

© Standard System Account
Recommended for most scenarios.
(O Custom User

An existing user account can be selected for advanced scenarios.

Figure 7: Default settings for windows service

Continue through the configuration steps, leaving default settings for Windows

configuration.

Service



D MySQL Installer

MySQL Server 8.0.37 The configuration operation has completed.

Configuration Steps  Log

Writing configuration file

Updating Windows Firewall rules

Adjusting Windows service

Initializing database (may take a long time)

Updating permissions for the data folder and related server files
Starting the server

Applying security settings

MySQL. Installer Apply Configuration
@
@
@
@
@
@
©
Apply Configuration @

Updating the Start menu link

The configuration for MySQL Server 8.0.37 was successful.
Click Finish to continue.

Figure 8: Configuration executed

Click "Execute" to apply the configuration.

Step S: Install MySQL Workbench

MySQL Workbench installation will proceed automatically.



[ mysaL Installer - s

LA
MySQL. Installer Installation Complete

Adding Community

The installation procedure has been completed.

Copy Log to Clipboard

B Start MySQL Workbench after setup

Installation Complete

Finish

Figure 9: Installation completed

Once installation is complete, launch MySQL Workbench from the Start Men or click the

checkbox for starting MySQL workbench automatically after the setup.

Step 6: Configure MySQL Workbench

Open MySQL Workbench.

Create a new connection by clicking the "plus" icon next to "MySQL Connections."
Enter the connection name, hostname (localhost), port (3306), and the username (root).

Test the connection to ensure it's working correctly.



MySQL Workbench - =} X
@

File Edt View Datsbase Tools Scripting Help

Welcome to MySQL Workbench

MySQL Workbench is the official graphical user interface (GUI) tool for MySQL. It allows you to design,
create and browse your database schemas, work with database objects and insert data as well as
design and run SQL queries to work with stored data. You can also migrate schemas and data from other
database vendors to your MySQL database

MySQL Connections ®® Q

Local instance MySQL80

N e B Q Search =P OO (7 7? é @_g g ~8 ¥ coo s ® M
Figure 10: Connection created

Save the connection configuration.

3. Security and Ethical requirements
The database used by out IT company located in Auckland is the central point in managing of
different aspects of the company’s work. It comprises tables for the products, customers, and

user management. The primary user roles established are:

CEO: In charge of all the business organizational management functions and decision

management of the enterprise.

Marketing  Manager:  Responsible for customer relations, advertisement of

service(s)/product(s) and other strategies of selling (Bush, 2020).

Technical Manager: Is also responsible for directing the product development, solving

technical problems, and maintaining the system.

These roles are critical for operations management and for guaranteeing that every function

or process of the business is well managed in the database environment.
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¥y 8 © Limit to 1000 rows
-- Create databas4
CREATE DATABASE it_company;

Use the database

USE it_company;

-- Create tables

CREATE TABLE products (
product_id INT AUTO_INCREMENT PRIMARY KEY,
product_name VARCHAR(255) NOT NULL,
product_description TEXT,
price DECIMAL(18, 2)

E

CREATE TABLE customers (
customer_id INT AUTO_INCREMENT PRIMARY KEY,
customer_name VARCHAR(255) NOT NULL,
contact_info VARCHAR(255)

Output

[ Action Output .

#
#

000000

o e W N -

Time Action

22:42:00 DROP DATABASE ‘restored_db’
22:42:06 DROP DATABASE itcompanydb’
22:42:29 CREATE DATABASE it_company
22:42:29 USE it_company

22:42:29 CREATE TABLE products ( product_id INT AUTO_INCREMENT PRIMARY KEY,
22:42:29 CREATE TABLE customers ( customer_id INT AUTO_INCREMENT PRIMARY KEY,

Figure 11: Database and Table creation

< Q 1 3

product_name VARCHAR(25...
customer_name VARCHA...

Message
2 row(s) affected
2 row(s) affected
1 row(s) affected
0 row(s) affected
0 row(s) affected
0 row(s) affected

This query leads to the creation of an it company database in which all tables and other data

relating to the firm will be stored. This command performs the task of setting the active

database in which other operations will be carried out and in this case the active database is

it company. A table with the name products and the fields of product id, product name,

product_description, and price is created. The product id is also used as the Primary key of

the table with auto incremented values. A table with the name customers is created and

includes customer id, customer name, contact info as its fields (Christudas, 2019).



20

21 -- Create users

22 ® CREATE USER ‘ceo’@'localhost’ IDENTIFIED BY ‘ceo_ 123°;

23 & (REATE USER ‘marketing_manager'@'localhost’ IDENTIFIED BY 'marketingl23’;
24 &  (REATE USER 'technical manager'@'localhost’ IDENTIFIED BY 'technicall23’;
25 @ CREATE USER 'ceolT'@'localhost’ identified by 'ceol23’;

26
27 -- Assign privileges
LR 5
[l Action Output -
# Time Action Message

© 10 224524 CREATE USER marketing_manager @localhost' IDENTIFIED BY ‘marketing123' Orowls) affected
@ 11 224531 CREATE USER Yechnical_manager@localhost’ IDENTIFIED BY Yechnical 123 Orow(s) affected
n CREATE USER ‘ceo'@localhost’ identified by 'ce0123' Error Code: 1396.0
(-] 13 22:46:39 CREATE USER ‘ceolT'@%localhost’ identified by ‘ceo123 0 row(s) affected

Figure 12: User Creation

The above figure is showing the SQL commands required to create the users for the CEO of
the company, Marketing Manager of the company and the Technical Manager of the company
with their relative privileges (Isiaka, 2020).

27 -- Assign privileges

28 @ GRANT ALL PRIVILEGES ON it_company.* TO 'ceoIT'@ localhost’;

29 ®  GRANT SELECT, INSERT, UPDATE ON it_company.customers TO 'marketing_manager'@' localho
32 ®  GRANT SELECT, INSERT, UPDATE, DELETE ON it_company.products TO 'technical_manager'@’'l

31

32 -- Display privileges

33 @  SHOW GRANTS FOR 'ceoIT'@'localhost’;

34 @ kHON GRANTS FOR ‘marketing_manager'@'localhost’;
35 e SHOW GRANTS FOR 'technical_manager'@'localhost’;

IR

|R-Hu|tGr|d|E[H Filter Rows: | Export: Eﬁ | Wrap cell Content: IA
Grants for ceolT @localhost

P | GRANT USAGE ON *.*TO "ceolT @ localhost’
GRANT ALL PRIVILEGES ON ‘it_company*.*TO...

Result 1 x
DI 5
[l Action Output -

# Time Action Message
() 14 22:47:50 GRANT ALL PRIVILEGES ON it_company.” TO ‘ceol T'@%localhost’ 0 row(s) affected
[+ 15 22:47:50 GRANT SELECT, INSERT, UPDATE ON it_company.customers TO ‘marketing_manager'@localhost’ 0 row(s) affected
() 16 22:47:50 GRANT SELECT, INSERT, UPDATE, DELETE ON it_company products TO Yechnical_manager'@localhost” 0 row(s) affected
[v] 17 22:48:02 SHOW GRANTS FOR ‘ceolT'@%localhost’ 2 row(s) retumed

Screenshot 13: Privilege Assignment and verification



This query illustrates the GRANT statements that can be used to grant specific privileges to
each role depending on the tasks they are expected to handle. The reason why Full access
privileges are assigned to CEO is to provide him/her with full control over the account.
Marketing Manager permission is set to Limited to SELECT, INSERT, and UPDATE on the
customers’ data to address interacting and sales whereby crucial details would not be
divulged. selective rights where Technical Manager has been allowed SELECT, INSERT,
UPDATE, DELETE rights on products regarding product life-cycle, and for attending to
technical problems (Lauscher & Bork, 2023).

4. Maintain database system
Most database systems require constant updates and checks to keep them running efficiently,
and remain free from deterioration. The general types of operations performed in tables

maintenance comprises of

Table Analysis: It involves analyzing structure, metadata of tables in search of some problem,
possibly fragmentation or erroneous/stale statistics. It aids in the achievement of optimal

performance queries and granting a proper search for data (Murazzo et al., 2019).

Table Optimization: Tuning procedures refer to the methods of fine-tuning the database by
restructuring, reallocating the blocks, rebuilding indexes or reconstructing tables so as to fit
usage pattern. This step makes query execution faster and makes the system more efficient to

use.

Check Operations: Tables checking is the process of verifying the consistency and integrity of
the database by identifying and fixing problems such as corruption and inconsistency. It
entails checking of integrity to see if relationships between attributes and constraints have

been implemented correctly (Penberthy & Roberts, 2022).
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Figure 14: Table Analysis

The table analysis shows MySQL Workbench environment with Schema Inspector tool
connected; the analysis report section focuses on statistics of table, usage of indices, and
storage details. The conclusion of this analysis would be used to identify tables that can have
high fragmentation or have statistics that are not up to date and hence, where the optimization
should be done (Rawat et al., 2021).
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Figure 15: Table Optimization

The table optimization is going to explain the optimization process in the MySQL

Workbench, and indicates the command themselves to rebuild indexes or even switch the data

in tables. Optimisation narrows down the key meaning of queries thereby decreasing disk I/O

and optimising physical space hence increasing overall database efficiency.
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Figure 16: Check Operations
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The check operation presents the use of SQL commands for the validation of integrity by

displaying check results that proves the data relations and constraints are valid. Doing that on

a regular basis allows for constant verification of integrity in the data, allowing the possibility

of error detection and correction, ensuring consistency in the presented data (Silva, 2023).

5. Maintenance routines for data integrity and performance optimization

In sequential scanning, query processing requires that each row of the table in question be

scanned and acted on — this may be to gather data from the table or perform queries on the

table, and much more. It is important for query performance analysis and making a preferable

query performance optimization. MySQL offers the EXPLAIN statement that gives detailed

information on how the queries are going to be addressed in the backend (Smirnova &

Tezuysal, 2022).



When using the EXPLAIN statement, several parameters are crucial for optimizing query

performance:

Select Type: MESSAGE: Specifies the kind of SELECT query using a keyword on queries
such as a SIMPLE, PRIMARY, or SUBQUERY.

Table: Precise identification of the table in use as well as any aliases assigned.

Type: Defines a join type or access code (e. g. , ALL, index, range).

Possible Keys: Enumerates the indexes that are available for inclusion in query optimality.
Key: Is used to identify which index should be used for optimizing the query.

Rows: Displays a number of rows evaluated or used as a result of an operation.

Extra: Gives more details about query executing (for example, if temporary tables are used,

or filesort is needed).

a3

37 -- Sequential scan
38 @ SELECT * FROM pl‘OdUCtS;

39 ® SELECT * FROM customers;

| Result Grid | ] 4% Fiter Rows: | ect: gl B E

product_id product_name product_description price
o [ HULL | UL | UL |

Figure 17: Sequential Scan

This shows a query doing a table scan in this instance, commonly associated with poor
database optimization. It is costly but often required for the system to conduct full table scan

for operations that need data from every row in the table (Suster & Ranisavljevié, 2023).

41 -- Using EXPLAIN
42 » EXPLAIN SELECT * FROM products;
43 & EXPLAIN SELECT * FROM customers;

| Result Grid | HH Filter Rows: Export: EfJ | Wrap Cell Content: A
id select_type  table partiions type possible_keys key key len ref rows filtered Extra
» |1 SIMPLE customers LTS aL Y Y 100.00 TN

Figure 18: EXPLAIN Statement



This figure shows the result that an EXPLAIN statement returns for a SELECT query.
EXPLAIN makes database design tuning possible by enabling people to know which queries

are fast and which ones are slow.

46 ® EXPLAIN FORMAT=TREE SELECT * FROM Customers;
47 EXPLAIN FORMAT=TREE SELECT * FROM Products;

Result Grid | HH  Fiter Rowrs: Export: S | Wrap Cell Content: IA
EXPLAIN
» | ->Table scan on Customers (cost=0.35rows=1)

Figure 19: Cost Analysis

This includes factors such as the time taken to execute certain queries, CPU consumption and
I/O operations among others. Cost analysis assists in determining the effects of the

optimization of queries in the system’s performance and resource utilization.

6. Security strategy

Enforcement of proper controlling of access is important in the protection of data and
adherence to security standards and policies. Thus, for our IT company database, access
control measures entail instructions concerning user roles according to their functions and the

principle of least privilege.

50 REVOKE INSERT, UPDATE ON it_company.products FROM 'technical_manager '@ localhost';
Output
|flT| Action Output -
¥ Time Action Message
2 29 23:02:20 REVOKE INSERT, UPDATE ON it_company products FROM Yechnical_manager'@localhost' 0 row(s) affected

Figure 20: Privilege Adjustments

This illustrates the change in privileges of the Technical Manager on product tables of a firm.
The query represents the statement that revokes delete privilege accompanied by changes in
permission. This wraps the privileges with the modern responsibilities in an organization to

minimize cases of abuse or unauthorized manipulation or loss of crucial data (Silva, 2023).



7. Recovery process

Database backups are critical for data security to prevent data loss due to system crashes or

data corruption and for the organization’s business continuity.

Creating Database Backups:

‘ﬁ Local instance MySQLBD x
File Edit View Query Database Server Tools Scriping Help

0D & SDBEEE &

Navigator::oe
SCHEMAS L) .
a Local instance MySQL80
Filter objects ¥
—— Data Export
¥ | it_company
p B Tables Object Selection Export Progress
B views &
- xport Completed
B stored Procedures
@ Functions —statu
s:
>
Lo 2 of 2 exported,
Log:

23:06:49 Dumping it_company (all tables)

Running: mysgldump.exe --defaults-file="C:\Users\URVASH~1\AppData\Local\Temp\tmp3sta63t0.cnf
—protocol=tcp —column-statistics=FALSE --skip-triggers "it_company”

23:06:50 Export of C: \Users\urvashi bhardwaiji\Documents\dumps\Dump20240702.5gl has finished

Figure 21: Data exported

Perform a backup of the MySQL database by using mysqldump command or by clicking on
Data export in the Server tab. Do not copy the backup file alongside the actual data because

this would expose the data to risks of loss due to faults in the storage equipment or

catastrophes (Silva, 2023).

Restoring Database Backups:



it_company Administration - Data Import/Res... w«

i Local instance MySQLED
& Data Import

Import from Disk Import Progress
Import Completed

Status:
1 of 1imported.

Log:

Creating schema backup_db

23:12:10 Restoring C:\Users\urvashi bhardwaji\Documents\dumps\Dump20240702.sql

Running: mysql.exe --defaults-file="C:\Users\URVASH~1\AppData\Local{Temp\tmpoxsr 3hmh.cnf™ -protoc

character-set=utf38 —comments —database=backup_db < "C:\\Users\\urvashi bhardwaiji\\Documents\\dum
23:12:11 Import of C:\Users\urvashi bhardwaji\Documents\dumps\Dump20240702.sql has finished

Figure 22: Data imported successfully

To recover a backup open the mysql command with the source option to backup the database
or by clicking on the Data import in the Server tab. Before leaving the site or initiating

subsequent sessions, it is essential to check the database for any errors or inconsistencies

(Isiaka, 2020).

8. Conclusion

In the course of this assignment, numbers of critical activities were performed efficiently to
control and protect the developed database system. Downloading, installation and
configuration of MySQL Workbench and MYSQL Server set the coherent working
environment for handling the data by achieving better efficiency in managing and retrieving
the data. Security means such as user roles, and access rights were put in place to prevent
misuse of the data and meet the needed ethical standards on use of information. Every action
performed — configuration of the database, the daily/weekly/monthly processes to ensure data
quality and improved efficiency, and the methods of protection — were critical in preserving
the database integrity and security. Work like table analysis and query optimization that are
run as routine are critical for maintaining optimum performance and integrity of the system.
Each of them in their way contributes to database system reliability and security to guard
organizational data assets and gain stakeholders’ confidence in the operation of the IT

company.
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Appendices

[Z] MysaL Installer

\\,_
MySQL. Installer
Adding Community

ng a Setup Type

Choosing a Setup Type

Please select the Setup Type that suits your use case.

O Server only

Installs only the MySQL Server
product.

O Client only

Installs only the MySQL Client
products, without a server.

O Full

Installs all included MySQL
products and features.

© Custom

Manually select the products that
should be installed on the
system.

Setup Type Description

Allows you to select exactly which products you
would like to install. This also allows to pick other
server versions and architectures (depending on
your OS).

[:_] MySQL Installer

MySQL. Installer
Adding Community

Next > Cancel
i1 ]
Select Products
Please select the products you would like to install on this computer.
Filter:
—
"N |LII Software, Current Bundle,Any Edit

Available Products:

Products To Be Installed:

[l MySQL Servers
=~ MySQL Server
=- MySQL Server 8.0

= Applications
[=l- MySQL Workbench
(=)- My5QL Workbench 8.0

[#- MySQL Shell
[#- MySQL Router
[+ Documentation

-+ MySQL Server 8.0.37 - X64
- MySQL Workbench 8.0.36 - X64

249

0 Enable the Select Features page to
customize product features

< Back Cancel




| [T MysaL Installer = X

MySQL. Installer Check Requirements
Adding Community

The following products have failing requirements. MySQL Installer will attempt to resolve
them automatically. Requirements marked as manual cannot be resolved automatically. Click
on each item to try and resolve it manually.

For Product Requirement Status
O MySQL Server 8.0.37 Microsoft Visual C++ 2019 Redistrib...
Check Requirements O MySQL Workbench 8.0.36 Microsoft Visual C++ 2019 Redistrib...

‘ D MySQOL Installer = X

\

MySQL. Installer Type and Networking

MySQL Server 8.0.37 Server Configuration Type

Choose the correct server configuration type for this MySQL Server installation. This setting will
define how much system resources are assigned to the MySQL Server instance.

Type and Ne { Config Type: | Development Computer w

Connectivity
Use the following controls to select how you would like to connect to this server.

[ e Port: 3306 X Protocol Port: 33060

@ Open Windows Firewall ports for network access
() Named Pipe Pipe Name:  MYSOL

C] Shared Memory Memory Name:  MYSQL

Advanced Configuration

Select the check box below to get additional configuration pages where you can set advanced
and logging options for this server instance,

() Show Advanced and Logging Options




B MySQL Installer

MySQL. Installer
MySQL Server 8.0.37

Authentication A

[Z] MysQL Installer

MySQL. Installer
MySQL Server 8.0.37

unts and Re

Authentication Method

© Use Strong Password Encryption for Authentication (RECOMMENDED)

MySQL 8 supports a new authentication based on improved stronger SHA256-based password
methods. It is recommended that all new MySQL Server installations use this method going
forward.

Attention: This new authentication plugin on the server side requires new versions of
A connectors and clients which add support for this new 8.0 default authentication
(caching_sha2_password authentication).
Currently MySQL 8.0 Connectors and community drivers which use libmysqglclient 8.0 support
this new method. If clients and applications cannot be updated to support this new
authentication method, the MySQL 8.0 Server can be configured to use the legacy MySQOL
Authentication Method below.

(O Use Legacy Authentication Method (Retain MySQL 5.x Compatibility)

Using the old MySQL 5.x legacy authentication method should only be considered in the
following cases:

- If applications cannot be updated to use MySQL 8 enabled Connectors and drivers.
- For cases where re-compilation of an existing application is not feasible.
- An updated, language specific connector or driver is not yet available.

Security Guidance: When possible, we highly recommend taking needed steps towards
upgrading your applications, libraries, and database servers to the new stronger authentication,
This new method will significantly improve your security.

[ <Back ][ Net> | Cancel

Accounts and Roles

Root Account Password

Enter the password for the root account. Please remember to store this password in a secure
place.

MySQL Root Password: ssssssss

Repeat Password: sssssans

Password strength: Weak

MySQL User Accounts

Create MySQL user accounts for your users and applications. Assign a role to the user that
consists of a set of privileges.

MySQL User Name Host User Role Add User

< Back Mext » Cancel



D MySQL Installer e

MySQL. Installer Windows Service
MySQL Server 8.0.37

@ Configure MySQL Server as a Windows Service

Windows Service Details

Please specify a Windows Service name to be used for this MySQL Server instance.
A unique name is required for each instance.

Windows Service Name:  MySQL80

B Start the MySQL Server at System Startup

Run Windows Service as ...
The MySQL Server needs to run under a given user account. Based on the security
requirements of your system you need to pick one of the options below.

© Standard System Account
Recommended for most scenarios.
() Custom User

An existing user account can be selected for advanced scenarios.

Next > Cancel

D MySQL Installer ==

MySQL. Installer Apply Configuration
MySQL Server 8.0.37 The configuration operation has completed.

Configuration Steps Log

& Writing configuration file

@

Updating Windows Firewall rules

Adjusting Windows service

Initializing database (may take a long time)

Updating permissions for the data folder and related server files

Starting the server

Q Q@ @ @ @

Applying security settings

@

Updating the Start menu link

The configuration for MySQL Server 8.0.37 was successful.
Click Finish to continue.




[ mysaL Installer - s

MySQI:. Installer Installation Complete
Adding Community

The installation procedure has been completed.

Copy Log to Clipboard

B Start MySQL Workbench after setup

B MysaL Workbench = o X
@

File Edt View Datsbase Tools Scripting Help

Welcome to MySQL Workbench

MySQL Workbench is the official graphical user interface (GUI) tool for MySQL. It allows you to design,
create and browse your database schemas, work with database objects and insert data as well as
design and run SQL queries to work with stored data. You can also migrate schemas and data from other
database vendors to your MySQL database.

Browse Documentation on the Forums

MySQL Connections ®® Q

Local instance MySQL80

2 root
localhost:3306

» S&P 500

it 004%

Q Search -3 I-Qﬁ@:

- 2150
~e N RO ot T




it_company

[ &ﬁf’ﬁl\) B9 -_,y- Limitto 1000 rows  ~ %‘@‘ww
-- Create databasel
- CREATE DATABASE it_company;

-- Use the database

USE it_company;

-- Create tables
® ) CREATE TABLE products (
product_id INT AUTO_INCREMENT PRIMARY KEY,

O 00 N O N oW N e
L]

1@ product_name VARCHAR(255) NOT NULL,

11 product_description TEXT,

12 price DECIMAL(1@, 2)

13 )i

14

15 ® =) CREATE TABLE customers (

16 customer_id INT AUTO_INCREMENT PRIMARY KEY,

17 customer_name VARCHAR(255) NOT NULL,

18 contact_info VARCHAR(255)
D, - 0
[ Action Output .

# Time Action Message

(-] 1 22:42:00 DROP DATABASE 'restored_db" 2 row(s) affected
[v] 2 22:42:06 DROP DATABASE ‘tcompanydb® 2 row(s) affected
[+] 3 22:42:29 CREATE DATABASE tt_company 1 row(s) affected
(] 4 22:42:29 USEit_company 0 row(s) affected
[+] 5 22:42:29 CREATE TABLEproducts ( product_id INT AUTO_INCREMENT PRIMARY KEY, product_name VARCHAR(25... 0row(s) affected
o 6 22:42:29 CREATE TABLE customers ( customer_id INT AUTO_INCREMENT PRIMARY KEY, customer_name VARCHA... 0row(s) affected

20 [

21 -- Create users

22 «  (REATE USER ‘ceo'f@'localhost’ IDENTIFIED BY ‘ceo_ 123';
23 &  (REATE USER 'marketing_manager '@'localhost’ IDENTIFIED BY 'marketingl23’;
24 &  (REATE USER 'technical_manager'@'localhost’' IDENTIFIED BY 'technicall23’;
25 CREATE USER 'ceoIT'@'localhost’ identified by 'ceol23';

26

27 -- Assign privileges
DI 5 D D 0
[ Action Output -

# Time Action Meszage
© 10 224524 CREATE USER ‘marketing_manager'@localhost’ IDENTIFIED BY marketing123' 0row(s) affected

(/] 11 22:45:31 CREATE USER technical_manager'@localhost' IDENTIFIED BY Yechnical 123'

n CREATE USER
(/]

13 22:46:39 CREATE USER 'ceolT'@localhost' identified by ‘ceo123 Orow(s) affected

0 row(s) affected

Emor Code

calhost’ identified by ‘cec




27 -- Assign privileges

238 ®  GRANT ALL PRIVILEGES ON it_company.* TO 'ceoIT'@'localhost’;

29 ®  GRANT SELECT, INSERT, UPDATE ON it_company.customers TO 'marketing_manager'@'localhost’;

30 e GRANT SELECT, INSERT, UPDATE, DELETE ON it_company.products TO 'technical_manager'@'localhost’;
31

32 -- Display privileges

33 @  SHOW GRANTS FOR 'ceolIT'@'localhost’;

34 @ FHCH GRANTS FOR 'marketing manager'@'localhost’;

35 e SHOW GRANTS FOR 'technical_manager'@'localhost’;

IR

| Result Grid | [  Fiter Rows: | Export: B | Wrap Cell Content: IR
Grants for ceolT @localhost

» | GRANT USAGE ON *,*TO "ceolT” @ 'localhost”
GRANT ALL PRIVILEGES ON ‘it_company".* TO...

Result 1 x
I B B b B
ﬁT Action Output -

# Time Action Message
(] 14 22:47:50 GRANT ALL PRIVILEGES ON it_company.* TO ‘ceol T'@localhost’ 0 row(s) affected
(] 15 22:47:50 GRANT SELECT, INSERT, UPDATE ON it_company customers TO ‘marketing_manager'@localhost’ 0 row(s) affected
(] 16 22:47:50 GRANT SELECT, INSERT, UPDATE, DELETE ON it_company products TO Yechnical_manager'@localhost” 0 row(s) affected
(] 17 22:48:02 SHOW GRANTS FOR ‘ceolT'@%ocalhost’ 2 row(s) retumed

it_company m

Info  Tables Columns Indexes Triggers Views Stored Procedures Functions Grants Events

Name Engine Table Maintenance Operations
| customers InnoDB 5
e g Solct bl ard ik e cperaton yawent toperom.
whichm( [ ANALYZE TABLE = (m] X
Table Operation Message

Mdl:iv it_company.customers analyze © ok
4] ze Table
Optir
Reorg
to red
Oo
o { Table
Cheg
CHEQ
ForM
o Table

Count: 2 < Summary List - qu!_to : - @




LV i comeeny

Info  Tables Columns Indexes Triggers Views Stored Procedures Functions Grants Events

Name Engine Table Maintenance Operations
|| customers InnoDB 2
S R InnaDB Sdedilﬂiesa'ldcid&ﬁtﬂn:nﬂyw want to pler-f“t:rm
whichmi [} OPTIMIZE TABLE = o X
Table Operation Message
Analy it_company.customers optimize ) Table does not support optimil
it_company.customers optimize Q oK 4
L] ze Table
Optir
Reorg
to red
Oor
o Tabe |
Chec
CHECQ
ForM
L (Table
Count: 2 < Summary List M @

it_company m

Info Tables Columns Indexes Triggers Views Stored Procedures Functions Grants Events

Name Engine Table Maintenance Operations
| customers InnoDB :
a i InnoDB ﬁ:muﬂdﬁhmﬂnﬂmmtmm.
whichmi [ CHECK TABLE - o X
Table Operation Message
it_company.customers check o oK
Table.
Tabe |
| Table
Count: 2 < Summary List C°P!"°Ci?b°“'“ @ .
20
37 -- Sequential scan
3g e SELECT * FROM products;
39 e SELECT * FROM customers;
an

product_id product_name product_description price
- ULt [



=

41 -- Using EXPLAIN
42 EXPLAIN SELECT * FROM products;
43 EXPLAIN SELECT * FROM customers;

aa I
| Result Grid | I  Fiter Rows: | Export: Ef | Wrap Cell Content: &
| id select_type  table partiions type possible_keys key  key_len ref rows filtered Extra
Yt SIMPLE e ALL [ HuLL I UL | 1 100.00 I
45 -- Cost analysis

46 @ EXPLAIN FORMAT=TREE SELECT * FROM Customers;
47 @ EXPLAIN FORMAT=TREE SELECT * FROM Products;
4R

| Result Grid | {H Fiter Rows: | Export: Hf | Wrap Cell Content: TR
EXPLAIN
» |->Table scan on Customers (cost=0.35rows=1)

49 -- Applying access control
50 e REVOKE INSERT, UPDATE ON it_company.products FROM 'technical_manager '@’ localhost’;
51

DmZZZZZ:ZZZZZZZZZZZZZZZZZ:ZZZZZZZZZZZZZZZZZ:ZZZZZZZZZZZZZZZZZ:ZZZZZZZZZZZZZZZZZ:ZZZZZZZZZZZZZZZZZ:ZZZZZZZZZZZZZZZZZ:ZZZZZZZZZZZZZZZZZ:ZZZZZZZZZZZZZZZZZ:ZZZZZZZZZZZZZZZZZ:ZZZZ
[l Action Output -

# Time Action Message
] 29 23:02.20 REVOKE INSERT, UPDATE ON it_company products FROM Yechnical_manager'@localhost’ 0 row(s) affected

A  Localinstance MySQLBO x
File Edit View Query Database Server Tools Scripting Help

PE e OBFRDEE

Navigator: i emtamaeies  _company Administration - Data Export
SCHEMAS o
iy — i Local instance MySQL80
Filte Cis
Ercii Data Export
i, g Ej it_company . :
b B Tables Object Selection Export Progress
@ Views Export Completed
e |
@ Functions ;
> sys Status:
2 of 2 exported.
Log:

23:06:49 Dumping it_company (all tables)

Running: mysgldump.exe --defaults-file="C:\Users\URVASH~1\AppData'L ocal \Temp\tmp3sta6 3t0.cnf’
~-protocol=tcp --column-statistics=FALSE --skip-triggers “it_company”

23:06: 50 Export of C:\Users\urvashi bhardwaji\Documents\dumps\Dump20240702. sql has finished



Administration - Data Import/Res

Local instance MySQL80

Data Import
Import from Disk  Import Progress

Import Completed

Status:

1 of 1imported.
Log:
Creating schema backup_db

23:12:10 Restoring C:\Users\urvashi bhardwaji\Documents\dumps\Dump20240702.sqgl

Running: mysgl.exe --defaults-file="C:\Users\URVASH~1\AppData\Local \Temp\tmpoxsr 3hmh.cnf™ --protoc
character-set=utf38 —comments —database=backup_db < "C:\\Users\\urvashi bhardwaiji\\Documents\\dum
23:12:11 Import of C:\Users\urvashi bhardwaji\Documents\dumps\Dump20240702.sql has finished
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